








Project Overview Executive Summary

Description Permissions-aware JTAG interface
System-level Security Module/Interface for JTAG * Restrict unlock key knowledge
= Per-session "key" based on credentials
Problem = Granular access to debug interface functionality
» ITAG protocol inherently insecure
* Interface usage unmonitored

= MNon-standard security

Approach

‘Smart’ ITAG interface to mediate debug sessions
= Single locked-down MCU -
= Dynamic Encryption
= User-level credentials
Re-use existing technologies where practical
= QpenOCD

- Modularized driver interface

- Open0CD interfaces to wide variety of debugging solutions, including GOB
= PHP/Apache/SOL
- Standard webserver with scripting fetches user credentials
= S5L{HTTPS)
- Standard key-based cryptosystem for authenticating host systems to server.
= cURL
- Well-used and supported library to perform fetches from HTTPS servers.
+ Software prototype tool: Edernal Security Module using 0penOCD, hitp:/fwww.engrsivedu/cesiiles/tag-openocd targz

Project Tasks Deliverables

Select Hardware Platform August 2011 Completed
Complete Hardware Acguisition August 2011 Completed
Complete Security Module Protocols February 2012 Completed
Integrate Authentication Module to Back Office June 2012 700
Integrate Software Protocols July 2012 B5%
Complete Documentation July 2012 B0%
Demonstrate Prototype June 2012 Completed
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Numerical Modeling of Coupled

Thermo-mechanical Processes

Researchers: Shaikh Ahmed, Jun Qin, Tsuchin Chu
Students: Mathew Lane, Bradley Wrage, Caleb McGee

Project Overview Executive Summary

Problem Thermal Modeling of the system
| Premature failure {e.g. bearing failure) in a high-speed turbine = Determined the heat flow that is produced by the mating ring
i Project Description seal interface

MNumerical models for thermo-induced failure in a bearing *  Determined the convection coefficient that the system needs

and heat gencration in the entire system need to be created. to produce in order to see the temperatures that were present

The model for the bearing should simulate the temperature in real world testing

distribution in a bearing and the critical temperature contrib- CFD Analysis

fing to bearing failure. tational flud dynamic (CFD
i o Bikatind blte Compumtional Tt iyndmicsd ) = \Visualize whera the oil is flowing within the system

analyzis should be carmed out in order to see how the oil is ;
- = GCouple flud and thermal models

maving through the systern and to gquantitate the cooling ef-

fects of the ol

T A
Highlights/Technology Transfer

*  Based on the simulations, the oil-air mixture within the chamber needs to
pravide an high convection coefficient of at least 800 W/m2 °C in order to
keep the bearing temperature at ~600°F, at which the bearing matenial stll

loses hardness and lubrications may degrade.

= While the CFD simulations show oil flow out of the outlets used to simulate
the bearing, flow interruption that the rotating beanngs would cause was not
included. A small amount of oil may still be reaching the beanngs, howsver it

15 most likely not enough to ensure proper oparation.

Project Tasks Deliverables

Literature Review September 2011 Complete
Preliminary Study October 2011 Complete
Construction of the bearing model February 2012 Complete
Construction of the system model February 2012 Complete
Obtain results from both models February 2012 Complete
Create simple CFD model for validation May 2012 Complete
Apply conditions to more complex model June 2012 Complete
Final Report/Deliverables July 2012 Complete

Results Repork: Year 3
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Platform for Automated Test and Programming

TTVEEEWY

of Embedded System on Module
Researcher: Spyros Tragoudas, Haibo Wang | Student: Michael Welling

Project Overview Executive Summary
Design a carrier complex capable structural boundary scan = Design a carrier complex capable structural boundary
and functional test of up to 4 modules scan and functional test of up to 4 modules simulta-
simultansously. neously.

Develop structural interconnect testing software that
minimizes the overall testing time using structural

dependencies and paltern overlapping.

Problem
To effectively parallelize the testing and
programming of System on Module (SOM) designs.

Approach
Design four SOM carrier complex with required interfaces.
= Reguestad SOM DFT enhancements.

(Boundary Scan, Test points)

Serial
UsB
Elhernat
UUT3 Prospr uurs

= PCE manufacturing.

= Hardware [ Software integration.

*  Developing structural interconnect testing software
which minimizes the overall testing time using

structural dependencies and pattern overlapping.

Project Tasks Deliverables

Interconnect test pattern generation software. February 2012 95% Complete
Test pattern application and signature analysis July 2012 15% Complete
SoM testing carrier schematic capture, July 2012 8o Complete
Functional test and programming scheme, August 2012 Re-assigned
Mext generation SoM specification, August 2012 500 Complete

SoM testing carrier PCB layout, August 2012 On hold
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Statistical Fault Grading and Diagnosis

Researcher: Spyros Tragoudas | Students: Ahish Mysore, Ashok Palaniswamy

Project Overview & Description

Problem
Computing statistical delay and path criticality. ldentification of critical paths in the context of process variations,
Project Description

» Main focus of this project is statistical fault grading and diagnosis in the context of process variations

= Fath delay fault testing introduces sigmficant challenges in deep-submicron devices

= Delays are modeled using probahility density functions (pdfs)

» Prabability of sach path being critical has to be reported

* Identifying path criticality is an important task and has different applications during the product design cycle

= Exponential number of paths calls for implicit, nen-enumerative techniques
Preliminaries — Critical Paths

= Critical paths are those that determine the max delay of a circuit
= They are the longest paths in terms of delay, not necessarily of node counting
«  Critical paths are identified by calculating the slack () at each node
= glack = Required Arrival Time — Arrival Time (s=RAT-AT)
= 5>0 => AT can be increased without affecting fotal circuit timing
= 5«0 =2 Current path is too slow. Apply path optimization

= =0 => Path is critical. It determines total circuit delay

Calculating criticality for each path
= Allows ranking paths according to their criticality

= Applications in delay optimization
= Optimize only a small set of critical paths
- Global circuit timing is improved

=  Applications in delay testing
- When limited time for delay testing

- All highly ranked path should be tested

Project Tasks Deliverables

Frocedure to consider re-convergences during statistical timing analysis ~ June 2011 Complete
Statistical path delays using Monte Carlo simulations on ZBDD ’ January 2012 Complete
Evaluate using Traditional Monte Carlo simulations on netlist January 2012 Complete
Report the probability of a path being critical for delay defect testing June 2012 Complete
Path ranking based on the criticality August 2012 Complete

Results Report: Year 3
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Statistical Techniques for Property Exploration

of Cyber-Physical Systems

Researcher: Georgios Fainekos
Students: Shashank Srinivas, Shih-Kai Su, Subrat Swain, Hengyi Yang

Project Overview Executive Summary
Problem * The verification of the functional correctness of safety critics
= This project studies the problem of automatically cyber-physical systems is a challenging and extremely urger
discovering the properties that a complex problem

cyber-physical system satisfies |

= We developed software tools that will help the designers

Project Description understand and discover the properties that their systems

= The goal of the project is the development of random- sy
izad algorithms and software tools that will return to
the user tempaoral logic formulas that are satisfied on

the system under development with guarantees on

(&her—Physicai System Model using CST

their satisfaction.

Highlights/Technology Transfer 1 System System | i
Inputs Outputs \_x } /

*  Development of new algorithms and software tools for

temporal logic rebustness computation based on dynamic

programming principles Stochastic c Specification
_— Optimization Robustness e

= Development of optimization problems for determining pa- &-Taliro

rameter ranges for parametric temporal logic specifications

= The research was conducted in collaboration with the CES
industry partner Toyota Technical Center e —

Project Tasks Deliverables

Implementation of new algorithms for temporal logic robustness computation Quarter 1 Complete
based on dynamic programming principles. &

Theoretical results on the problem of estimating parametric real-time temparal Quarter 2 Complete

logic specifications over general CPS models.

Cluarter 3 Complete

Implementation of the theoretical results in the toolbox S-Taliro.
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Survey and Assessment of Advanced

Haptic Technology
Researcher: Jun Qin | Students: Adam Schlag, Ali Mahdi

Project Overview & Description

Problem
Technical survey of susting haptic technologies in selected appli-

cation fields: teleoperation, vehicle control, and flight simulation.

Detailed investigation of haptic systems in hydraulic control field

Project Description

The project is to provide an assessment of existing haptic tech-

nologies in selected fields, and to investigate achievable meth-
ods for integration of haptic technology, which is suitable

for on-road and off-road operations,

Highlights/Technology Transfer

= The project provided a comprehensive assessment of exsting haptic

technologies in selected applications fields to the member company, and

created a databases of recent publications to member company.

» A detailed comparison of existing haptic technologies in hydraulic contral

lields has been investigated.

= Potential suppliers of haptic technologies were indentificd, and helped

member company investigate a low-cost method for integration of haptic

| technology.

Project Tasks Deliverables

Survey of existing haptic technologies in selected fields: teleoperation, vehicle control, and ~ December 2011 Completed
flight simulation

Provide a database of recent publications which are directly related to haptic technologies =~ December 2011 Completed
in each selected fields

; : : g ) o 7 May 2012 Completed
A detailed companson of existing haptic technologies in hydraulic control field
|
Identify potential suppliers for providing haptic technology August 2012 Completed
Final report, documentation, and presentation of findings August 2012 Cormpleted

Results Report: Yaar 3
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Towards Optimal Design of Networking

Infrastructure in Avionics Networks

Researchers: Dimitri Kagaris, Harini Ramaprasad
Students: Oscar Acevedo, Kaushik Poluri

Project Overview & Description Executive Summary
Project Description = Aviornics network infrastructure design is an ad-hoc, empincal
Te transform the process of making design decisions for approach

avionics netwaorking infrastructures from an ad-hoc, empirical » This project presents a systematic, structured approach

approach o a systematic, structured one.

Problem
To develop a tool kit which, given a set of data communication ARINC
é . 664 B
needs
*  Shows how a variety of candidate data bus topologies
and protoceols would perform AE';;C ——
5 - : ari —_—
. uggests suitable configuration(s} for the target platform
ARING .
429
ighligh nolo nsfer
Highlights/Technology Tra M':!;B 7
155

» Comprenhensive reporl on cammunication bus technologies

= Software prototype tool: Avienics Network Evaluation, http:fheera.engr.siv.edu/cesfiles/AvionicsProject.aip
- ldentifies the strengths and limitations of design alternatives
- Characterizes the behavior of these alternatives
- Provides guidelines for optimal design to meetl the given requirements

« A documented decision tree enabling the user to evaluate and choose appropriate bus architectures and protocol (AHP)

Project Tasks Deliverables

Comprehensive Literature Survey on Communication Bus Technologies Q1 Completed
Development of Subsystem Decomposition Techniques (93] Completed
Development of Subsystem Analysis and Systern Re-composition Techniques Q2 Completed
Design and Implementation of Software Prototype for ARINC664 Q2 Completed
Design And Implementation of Software Prototype for MIL-5TD-15538 Q2 Completed
Desian And Implementation of Software Prototype for ARINCEB25 Qs Completed
Design And Implementation of Software Prototype for ARINC429 Qs Completed
Decision Tree Process 04 Completed
Whiting of Comprehensive Project Report Q4 Completed

s
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Visualization of Software Paths

for Efficient Debugging

Researcher; Spyros Tragoudas | Student: Luke Pierce

Project Overview & Description Executive Summary
Project Description = Storing of paths in BDDs
= Current methods of debugging show anly a snapshot - Using BDDs the executed paths are stored

of a given point in the code = Visualization of paths

= Rarely does the snapshot show the point in time where - Using JUNG the BDDs are extracted and visualized
the error occurs, rather gives an indication that an error

as directed graphs.
has ocourred.

*  To follow how an error eccurs many breakpoints are
used to recreate the execution history

= For a given breakpoint the historical execution of paths
shall be shown giving an indication of where the soft-
ware error occurs reducing the amount of time needed
Lo find errors

= Storage of the execution paths must be done efficiently

for application in multi-core environments

Highlights/Technology Transfer

GUI Path Execution

= Works for Multi-Core Environment
« Software Source

= Documentation of features and use

= Software tool will plug=in into the Eclipse IDE

BDD Software Tracing Tool, http:/iwww.engrsiv.edu/ces/files/Genera BDDTracerzip

Project Tasks Deliverables

Software Code Labeling May 2012 Completed
BDD Storage of Executable Paths June 2012 . Completed
Visualization of Executable Paths July 2012 In Progress
Integration into Eclipse Environment July 2012 In Progress

Final Prototype Transfer August 2012
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Results Report: Year 3

The Center for Embedded Systems allows Caterpillar
to explore research topics which have general benefits
for all members, while supporting the particular needs
of the company. We also benefit from the research
performed for other member companies, as they
conduct their respective projects and share results with
all members. This is a growing consortium that has not
yet realized its full potential. 39
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