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ABSTRACT: (250 OR FEWER WORDS)

The benefits offered by the consolidation of functionality in real-time embedded systems are currently
counteracted by the need to preserve the criticality requirements of different tasks as they are sharing the same
powerful processor (“core”) or platform. These tasks may also be running in different operating systems
(“partitions”) under coordination from a hypervisor. The goal of this project is to investigate and characterize the
level of interference between Highly Safety-Sensitive (HSS) and Less Safety-Sensitive (LSS) tasks running under
the same or different operating systems on a single computational core, and accordingly develop scheduling
algorithms to maintain the HSS requirements while providing acceptable Quality of Service to the LSS tasks.
PROBLEM:

The interference that HSS tasks experience in the presence of LSS tasks and other HSS tasks is challenging. The
goal of this project is to investigate and characterize the level of interference between HSS and LSS tasks running
under the same or different operating systems (“partitions”) on a single computational core, and accordingly
develop scheduling algorithms to maintain the HSS requirements while providing acceptable Quality of Service to
the LSS tasks.

RATIONALE:

The results of the proposed study will be instrumental in enabling safe deployment of mixed-criticality tasks on
multi-partitioned cores with hypervisor support.
APPROACH:

The PIs propose to employ a two-stage approach to ensure successful completion of this project:

1. In the first stage, the PIs propose to explore the interference between determinism and responsiveness of
individual HSS and LSS tasks executing within the same operating system with specific emphasis on
appropriate scheduling algorithms for ensuring the determinism of HSS tasks and the Quality-of-Service
(QoS) for the LSS tasks.

2. In the second stage, the Pls propose to explore the interference between tasks running in a real-time
operating system (RTOS) and a general-purpose operating system (GPOS) which are both running on a
single core with hypervisor support and study the determinism and responsiveness of the operating
systems in each case. In this stage of the project, the PIs propose to abstract details of task scheduling
within each operating system and focus solely on scheduling across operating systems through the
virtualization layer.

NOVELTY:

While multi-partitioned processors have been deployed in practice, they currently do not support dynamic
scheduling and resource management. This project seeks to study the effects of such dynamic strategies.
POTENTIAL BENEFITS TO INDUSTRY MEMBERS:

Current practice in industry for safety-critical applications executing in a multi-partitioned processors rely entirely
on a-priori scheduling of multiple partitions and tasks therein. The results of the proposed project will serve as a
first step towards enabling dynamic task scheduling and resource management in multi-partitioned processors.




DELIVERABLES:
The deliverables for this project are as follows:

1.

2.

3.

A comprehensive report detailing the qualitative and quantitative evaluation of different scheduling
algorithms in terms of the achievable determinism and performance of the HSS and LSS tasks.

A comprehensive report detailing the interference of GPOS and RTOS on multi-partitioned cores with
hypervisor support.

Modified hypervisor and operating system source code, if any.

TIMELINE/MILESTONES: (PER QUARTER)
The timeline for the first four quarters of this project is as follows:

1.

2.

3.

Quarter 1: Exploration of existing research in the area of mixed-criticality systems and
development/evaluation of new scheduling algorithms.

Quarter 2 &3: Characterization of HSS and LSS tasks executing in multiple partitions on a single core
with hypervisor support (XEN, KVM).

Quarter 4: Report writing and technology transfer.

TECHNOLOGY TRANSFER:

Technology transfer will be performed in the form of comprehensive reports and updated hypervisor and
operating system software.
BUDGET:

Funds in the amount of $25,000 are requested for:

1.
2.
3.

Yearlong support for one graduate student

PI summer salaries

Travel to Industrial Advisory Board (IAB) meetings and member company locations for in-person
meetings as required
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Abstract: The benefits offered by the consolidation of functionality in real-time embedded systems are currently
counteracted by the need to preserve the criticality requirements of different tasks as they are sharing the same
powerful processor (“core”) or platform. These tasks may also be running in different operating systems (“partitions”)
under coordination from a hypervisor. The goal of this project is to investigate and characterize the level of interference
between Highly Safety-Sensitive (HSS) and Less Safety-Sensitive (LSS) tasks running under the same or different
operating systems on a single computational core, and accordingly develop scheduling algorithms to maintain the HSS
requirements while providing acceptable Quality of Service to the LSS tasks.

Problem: The interference that HSS tasks experience in the presence of LSS tasks and other HSS tasks is challenging. The
goal of this project is to investigate and characterize the level of interference between HSS and LSS tasks running under
the same or different operating systems (“partitions”) on a single computational core, and accordingly develop
scheduling algorithms to maintain the HSS requirements while providing acceptable Quality of Service to the LSS tasks.

Rationale / Approach: The Pls propose to employ a two-stage approach to ensure successful completion of this project.
In the first stage, the Pls propose to explore the interference between determinism and responsiveness of individual
HSS and LSS tasks executing within the same operating system with specific emphasis on appropriate scheduling
algorithms for ensuring the determinism of HSS tasks and the Quality-of-Service (QoS) for the LSS tasks. In the second
stage, the Pls propose to explore the interference between tasks running in a real-time operating system (RTOS) and a
general-purpose operating system (GPOS) which are both running on a single core with hypervisor support and study
the determinism and responsiveness of the operating systems in each case. In this stage of the project, the Pls propose
to abstract details of task scheduling within each operating system and focus solely on scheduling across operating
systems through the virtualization layer.

Novelty: While multi-partitioned processors have been deployed in practice, they currently do not support dynamic
scheduling and resource management. This project seeks to study the effects of such dynamic strategies.

Potential Member Company Benefits: Current practice in industry for safety-critical applications executing in a multi-
partitioned processors rely entirely on a-priori scheduling of multiple partitions and tasks therein. The results of the
proposed project will serve as a first step towards enabling dynamic task scheduling and resource management in multi-
partitioned processors.

Deliverables for the proposed year: The deliverables for this project are as follows: 1) A comprehensive report detailing
the qualitative and quantitative evaluation of different scheduling algorithms in terms of the achievable determinism
and performance of the HSS and LSS tasks. 2) A comprehensive report detailing the interference of GPOS and RTOS on
multi-partitioned cores with hypervisor support. Modified hypervisor and operating system source code, if any.

Milestones for the proposed year: Q1: Exploration of existing research in the area of mixed-criticality systems and
development/evaluation of new scheduling algorithms. Q2 & Q3: Characterization of HSS and LSS tasks executing in
multiple partitions on a single core with hypervisor support (XEN, KVM). Q4: Report writing and technology transfer.

Progress to Date: THIS SECTION TO BE UPDATED IN JANUARY

Estimated Start Date: 08/15/2013 Estimated Knowledge Transfer Date: 08/31/2014



